Cisco AnyConnect Client Configuration and Use Instructions
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To Connect

To launch the program, Start->Programs->Cisco->Cisco AnyConnect Secure Mobility Client->Cisco
AnyConnect Secure Mobility Client.
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For VPN access to the APS Network, in the AnyConnect pop-up window:

e Use the Group pull-down menu to select the “VPN-Secure” group
e For username, enter your ANL username
e For password, enter: PIN followed by the Crypto card output

Click on “OK”

Click on “Accept” to acknowledge the DOE Warning banner:

Cisco AnyConnect

WARNING

Federal US Government computer AUTHORIZED USE ONLY. Users
have no explicitfimplicit expectation of privacy. Al files may be
intercepted, monitored, recorded copied, audited, inspected,
disclosed to authorized law enforcement officials, domestic or
foreign. Unauthorized improper use of system may result in
disciplinary action, civilfcriminal penalties. Using this system indicates
your consent. LOG OFF IMMEDIATELY if you do not agree to these
conditions. Read www.cio.anl.govfwarning.html
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Optionally, you can check your connection:

Launch the Cisco AnyConnect client, by clicking on the icon in the System Tray. To view detailed
information about your connection, such as the IP address your client has been assigned, click on
“Advanced”
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Click on the “Statistics” tab to view your IP address, which can be helpful in troubleshooting a VPN
problem.
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Virtual Private Network

Statistics | Route Details | Firewall | Message History I

Connection Infollnatiun

State: Connected
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPv6): Drop Al Traffic
Duration: 00:02:22

Address Information

Client (IPv4): 164.54.62.92
Cliert
Server: 164.54.56.134

Bytes

Sent: 413552
Received: 895270
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To Disconnect

Launch the Cisco AnyConnect client, by clicking on the icon in the System Tray. To disconnect, click on
“Disconnect”.

€ Cisco AnyConnect Secure Mobili... E| @

— —

QD v
Connected to visa.aps.anl.gov.
visa,aps.anl.gov

00:00:20




